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Minutes from Meeting on 6/13/07 

 
Meeting called to order:  1:30 PM at the Judicial Building 
 
Persons in attendance: 
John Wolf  IWD Ruth Coleman IDR  
Alison Radl DAS-ITE Don Harvey IVH 
Steve Mosena DHS Deb Castillo IVRS 
Shane Ludwig IUB Scott Miller Legis. Services Agy 
Evelyn Halterman ILOT Calvin Moore DNR 
  
                                                        
Agenda 

Developing content for Executive Briefing on the importance of IT Security 
 
Meeting Points 
 

We used the Power Point presentation from Delaware and went through it slide by slide deciding what 
was important to keep or not keep.  Listed are some of the items we liked: 
 
 * List the agenda of the presentation 
 * Have Governor speak about ‘why’ IT Security is important and the significance of it 
  * make bullet points that are specific to Iowa in general with business risks and personal risks 
 * have some current headlines about security breaches 
 * diagram of The Interdependency between Information Systems and Critical Infrastructures 

* have a page with ‘By the Numbers’ – facts about internet attack trends/cyber-attacks/identify    
related to personal information is selling for $1000/cyber crime proceeds 
* talk about organized crime now breaking in 
* show how information can get out – use article 
* bullet points; same old systems – new ways to get in 
* show how many hits you get if you ‘Google’ hacker tools 
* how easy it is to steal Ids; SSNs and how easy to get/buy – recently SSN being sold for $5 each 
* fact to show how many people have had data compromised – approx 1/3 of the population (100 
million people) 
* talk about liability – HIPPA/Federal code/State code, etc – how people are now being penalized 
for letting the information get out / lost objects vs hackers 
* estimates of costs to recover from information getting out 
* Reputation – our responsibilities for government services / how we are held to a higher 
standard for the people of Iowa – people have expectation that we will protect their data – we are 
the keepers of the information 
* Passwords; how to address good strong passwords; policies/compliance 
* Security IQ test questions – just to get executives thinking 
* What Can You Do slide 
* List some of our policies; data classification/laptop encryption/thumb drive 
encryption/password policy, etc 
* Risk assessment, Security Awareness training, compliance, incident response, DR 
planning/coop/cog – make puzzle pieces and then bring them all together 
* In Conclusion slide 
 

Everyone wanted to know what the’ Security Awareness Training’ status is 
 
Alison handed out the latest Phishing Statement – wants everyone to look at and comment on 
 
What is the status of the ISO intranet site? 
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Meeting Adjourned:  3:00 P.M. 
 
Next Meeting:  July 10, 2007 1:30 P.M. – 3:00 P.M.   
 
The Judicial Building Room is not available for our July meeting – any 
suggestions on where to hold the meeting?   


